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HIPAA Policy No. 3A 

 
Uses and Disclosures Policy and Procedure 

Routine Uses and Disclosures That Do Not Require an Authorization 
 

Policy: 
 
This policy sets forth the uses and disclosures that will routinely occur in the organization and which 
do not require a signed authorization from the patient.   
 
3.1 Uses and Disclosures Permitted for the Provider’s Treatment, Payment, and Health Care 

Operations 
 
Patient information can be used for treatment, payment, and operations without obtaining authorization 
from the patient. 
 
Some uses and disclosures that are considered treatment, payment, or operations and, therefore, do not 
require an authorization are: 

• Use of patient information (including medical records from previous providers) by physicians 
and office staff for treatment decisions. 

• Disclosure of patient information to other health care providers who are involved in the 
patient’s treatment, including consultations and referrals. 

• Disclosure of patient information to billing companies or collection agencies for payment 
purposes. 

• Disclosure of patient information to another provider so that the other provider can obtain 
payment (e.g., disclosure of insurance or demographic information to an ambulance company, 
hospital, or a physician’s office). 

• Disclosure of patient information to health plans for coverage determinations, eligibility 
determinations, medical necessity/appropriateness review, justification of charges, utilization 
review, pre-certification, or preauthorization. 

 
3.2 Disclosures to another Health Care Provider for Treatment, Payment, or Operations 
 
For Treatment:  Disclosures may be made, as necessary, to another health care provider for treatment 
of the patient. 
 
For Payment:  Disclosures may be made to another health care provider or health plan, so that the 
other provider or plan can obtain payment for services. 
 
For Health care Operations:  Disclosures may be made to another health care provider or health plan 
for the other entity’s health care operations, if both the provider and the other health care provider have 
a relationship with the patient and the disclosure is for one of the following purposes: 
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• Quality assessment and improvement activities, including outcomes evaluation and 

development of clinical guidelines (the primary purpose of these studies cannot be to obtain 
generalized knowledge, i.e., cannot be research studies disguised as QA/QI) 

• Population based activities related to improving health or reducing health care costs 
• Protocol development 
• Case management and care coordination 
• Contacting providers and patients about treatment alternatives 
• Evaluation of providers 
• Evaluation of health plan performance 
• Conducting training programs 
• Accreditation, certification, licensing or credentialing activities 

 
3.3 Disclosures to Family Members and Personal Friends 
 
  3.3.1 Disclosure relevant to health care or payment to person assisting with health care or 
payment.  If the patient does not object, the provider may disclose the patient’s health information to 
the following persons if they are involved in the patient’s healthcare or payment of health care, 
provided that the information is relevant to the person’s involvement with the patient:  

• family member 
• relative 
• close personal friend 
• other person identified by the patient as being involved in the patient’s health care or 

payment of health care 
 
 3.3.2 Disclosure regarding condition, location or death.  If the patient does not object, the 
provider may disclose information regarding the patient’s general condition, location or death to the 
following people: 

• a family member 
• the patient’s personal representative 
• another person responsible for the care of the patient  

 
3.3.3 Opportunity to object.  Patients must be given the opportunity to object to all 

disclosures made to family members, friends, relatives, personal representatives and caregivers unless: 
• a health care provider can infer from the circumstances that the patient would not object; 
• a health care provider determines in the exercise of his/her professional judgment that it is 

in the best interests of the patient to make the disclosure;  or  
• the provider is assisting with disaster relief efforts and providing an opportunity to object 

would hamper these efforts. 
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Procedure: 
 

1. If a use or disclosure of patient information is for treatment, payment or operations of the 
provider or of another provider or health plan subject to the conditions set forth in 
paragraph 3.2, there is no need to obtain a signed authorization from the patient. 

2. If an employee has a question as to whether a use/disclosure is for treatment, payment, or 
operations, he or she should contact the Privacy Officer. 

3. If the patient does not object, patient information may be shared with a family member, 
friend, personal representative or caregiver described in 3.3.1 or 3.3.2. 

4. Employees may make disclosures without offering the patient an opportunity to object if a 
health care provider infers, based upon professional judgment that the patient would not 
object or it is in the patient’s best interest to make the disclosure as set forth in paragraph 
3.3.3.  

5. Employees are required to consult with the Privacy Officer if there is any question as to 
whether an inference as discussed above is appropriate. 

 
 

Authorities:   45 CFR §164.501 (definitions) 
45 CFR §164.502 (general rules for uses and disclosures) 
45 CFR §164.506 (treatment, payment, or operations) 
45 CFR §164.510 (b) (disclosures to family members, etc.) 
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HIPAA Policy No. 3B 

 
Uses and Disclosures Policy and Procedure 

Special Circumstances – No Authorization Required 
 
Policy: 
 
In certain special circumstances, uses and disclosures (other than for those routine purposes discussed 
in Policy 3A) may be made without obtaining an authorization from the patient. 
 
Due to the nature of these uses and disclosures and the need to understand the nuances of the HIPAA 
requirements, requests for uses and disclosures set forth in this policy should be directed to the Privacy 
Officer. 
 
3.1 Uses and Disclosures Required by Law, Public Policy, or Health Oversight 
 
Protected Health Information may be used or disclosed in the following circumstances without 
obtaining authorization: 
 

• The use or disclosure is required by law. 
• The use or disclosure is to a public health authority that is authorized by law to collect or 

receive such information for the purpose of preventing or controlling disease, injury, or 
disability. 

• To report abuse, neglect, or domestic violence to an appropriate health or governmental 
authority 

o Reports of child abuse are permissive even if they are not mandated by law or 
permission of the patient is not obtained. 

o Reports of abuse, neglect or domestic violence for a patient who is not a child are 
permitted without authorization under three circumstances: 

1. where reports of suspected abuse are required by law; 
2. the report is not required by law, but the individual agrees to such disclosure; or 
3. the report is not required by law but is permitted by law and:  (1) the provider 

believes (based upon professional judgment) that disclosure is necessary to 
prevent serious harm (to the patient or other victims) or (2) the individual is 
incapacitated, a law enforcement official represents that the disclosure is not 
going to be used against the patient and enforcement efforts will be materially 
and adversely affected if the provider waits until the individual can agree. 

Under each of these three circumstances, the patient must be notified that the report has 
been made except where the provider determines, based upon professional judgment, 
that the notification would place the patient at harm or the patient is incapacitated and 
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the personal representative who would receive such information on behalf of the patient 
is the suspected abuser. 

• To report adverse events, etc. to the FDA. 
• To notify a person that he or she has been exposed to a communicable disease (if otherwise 

permitted by law to make this disclosure). 
• To notify an employer of medical information related to an employee if: 

o the covered entity was providing services at the request of an employer for medical 
surveillance or to evaluate whether an employee has a work-related injury or illness,  

o the use or disclosure of information is related to these purposes,  
o the use and disclosure is required for the employer to comply with its legal obligations,  
o and the patient/employee is given notice that the information will be disclosed (notice 

can be handed to the patient or, if the health care is provide on the worksite, 
prominently displayed at the location where health care is provided). 

• To disclose information to a health oversight agency for oversight activities related to the 
provider as authorized by law, including: 

o Audits 
o Civil, administrative or criminal investigations, proceedings, or actions 
o Inspections 
o Licensure or disciplinary actions 
o Other oversight activities 

• To disclose information to a health oversight agency for oversight activities related to the 
investigation of a patient, as authorized by law, and only where the investigation arises out of 
the receipt of health care or a claim for or qualification for public benefits related to health or 
where health is an issue. 

• To disclose information in response to the order of a court or administrative tribunal. 
• To disclose information in response to a subpoena, discovery request, or other lawful 

process, but only if the provider has obtained satisfactory assurances that the patient has been 
notified of the request or that reasonable efforts have been made to secure a protective order 
with regard to the information. 

• To disclose information to law enforcement officials in the following situations: 
o Subject to reporting laws 
o In compliance with a court order, court-ordered warrant, subpoena or summons issued 

by a judicial officer 
o In response to a grand jury subpoena 
o In response to an administrative or civil subpoena, summons or demand, provided that:  

(1) the information sought is relevant and material to a legitimate law enforcement 
inquiry;  (2)  the information sought is as specific and narrowly drawn as practicable;  
and (3)  de-identified information could not reasonably have been used to meet the 
purpose of the request 

o Limited identifying information requested by a law enforcement official, but only the 
following may be disclosed: 

Ø Name and address 
Ø Date and place of birth 
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Ø Social Security Number 
Ø ABO blood type and rh factor 
Ø Type of injury 
Ø Date and time of treatment 
Ø Date and time of death, if applicable 
Ø Description of distinguishing physical characteristics (including height, weight, 

gender, race, hair and eye color, presence or absence of facial hair, scars and 
tattoos) 

• To disclose PHI of a suspected victim to the extent required by law or, if not required by law, 
with the individual’s consent.  If consent cannot be obtained because of an emergency 
circumstance or incapacity and the disclosure is not required by law, disclosure may still be 
made under the following circumstances: 

o The law enforcement official represents that the information is needed to determine 
whether the patient was a victim of a crime and the information will not be used against 
the patient; 

o The law enforcement official represents that law enforcement activity will be materially 
and adversely affected by waiting for the victim to give consent; and 

o The provider (in the exercise of professional judgment) determines that the disclosure 
will be in the patient’s best interests. 

• To disclose PHI of a patient who has died to a law enforcement official if the provider suspects 
that the patient’s death was the result of criminal conduct 

• To disclose PHI to a law enforcement official related to a crime reasonably believed to have 
been conducted on the premises of the provider 

• To disclose PHI of a deceased to a coroner or medical examiner as authorized by law or to a 
funeral director to the extent that the funeral director needs the information to provide 
services to the decedent 

• To disclose PHI to organ procurement agencies 
• To use or disclose PHI to avert a serious threat to health or safety including: 

o disclosure to a person who can reasonably avert, prevent or lessen the threat (including 
the target of the threat) 

o disclosure to law enforcement officials to identify or apprehend an individual who has 
made statements admitting participation in a violent crime reasonably believed to have 
caused physical harm to a victim or where it appears that the individual has escaped 
from a correctional institution or from lawful custody (unless the information regarding 
the commission of the crime was disclosed as a result of the individual seeking 
treatment to affect his or her propensity to commit the criminal conduct). 

• To disclose information regarding Armed Forces personnel to assure proper execution of the 
military mission 

• To disclose information for National Security and for the provision of protective services to 
the President as required by law 

• To disclose information regarding an inmate to a correctional institution or law enforcement 
official having lawful custody of the inmate if the institution or official represents that the 
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information is necessary for provision of health care to the inmate, is necessary for the health 
and safety of the inmate, other inmates, officials responsible for transporting the inmate, law 
enforcement officials, or the administration and maintenance of the safety, security and good 
order of the correctional institution 

• To disclose information as authorized by the worker’s compensation laws. 
 

3.2 Tracking Disclosures 
 

3.2.1 Patient’s right to an accounting.  Disclosures made for the reasons set forth in this 
policy (HIPAA Policy No. 3B) must be tracked and provided to the patient upon request, unless the 
disclosure is made for national security or to a correctional facility or law enforcement officer about an 
inmate. 

 
Health oversight agencies and law enforcement officers may request that the patient’s right to receive 
an accounting be suspended if the accounting would impede an investigation involving the individual.  
The request can be written or oral, but an oral request for suspension must be limited to thirty (30) 
days. 
 
 3.2.2 Content of accounting.  If a patient requests an accounting, disclosures made during the 
six years prior to the patient’s request must be provided (of course, disclosures made prior to the 
effective date of the HIPAA privacy rule need not be made available).   
 
The accounting of disclosure must consist of the following information:   

• Date of the disclosure 
• Name of entity or person who received the information and address if known 
• Brief description of the protected health information disclosed 
• Brief statement of the purpose of the disclosure 

 
If there are multiple disclosures to the same person or entity for the same purpose, only the first 
disclosure needs to be documented in the format listed above (date, name, description, purpose).  All 
other disclosures during the time period can be summarized by providing the following: 

• The frequency, periodicity, or number of disclosures made during the accounting period 
• The date of the last such disclosure during the accounting period 

 
3.2.3 Deadline for providing requested accounting.  When a patient requests an accounting of 

disclosures, the provider has sixty (60) days to provide the information.  The provider can obtain an 
extension of up to thirty (30) days per request by notifying the patient of the reason for delay and the 
estimated completion date.  

 
3.2.4 Fees for Accounting.  The patient’s first accounting during a twelve (12) month period 

must be provided free of charge.  If the patient requests more than one accounting of disclosures within 
a twelve (12) month period, the provider can impose a reasonable cost-based charge.  If a charge is 
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imposed, the patient must be informed of the charge and given an opportunity to withdraw his or her 
request.  

 
3.2.5 Documentation.  Information on disclosures that are subject to the accounting and 

documentation that is provided to the patient must be kept for a period of at least six (6) years. 
 

Procedure: 
 
1. All requests for uses and disclosures set forth in this policy should be referred to the 

Privacy Officer to determine whether the use or disclosure should be made. 
2. When a disclosure is made for any of the reasons set forth in this policy, it should be 

documented.  Documentation of the disclosure can be made on an “Accounting of 
Disclosures” Form (see HIPAA Form H). 

3. If a patient requests an accounting of disclosures, the Privacy Officer must be informed of 
this request.  The Privacy Officer will compile the information contained on the forms in 
the patient’s medical record or file into a single document and provide it to the patient 
within sixty (60) days of the request.  If the Privacy Officer cannot meet the sixty (60) day 
deadline, he or she will send a letter informing the patient of the inability to meet the 
deadline, the reason why, and the estimated completion date (not to exceed thirty (30) days 
after the initial sixty (60) day deadline). 

4. If the patient has requested an accounting of disclosures within the past twelve (12) months, 
the Privacy Officer may inform the patient that reasonable cost-based charges will be 
imposed, and if the patient still wants the disclosure, the Privacy Officer may prepare an 
invoice setting forth these charges and request payment at the time the disclosure is made. 

5. The Privacy Officer is required to maintain a copy of all disclosures and documentation that 
is provided to the patient for at least six (6) years. 

 
 
 
Authorities:   45 CFR §164.512 (uses and disclosures not requiring authorization) 
  45 CFR §164.528 (accounting of disclosures) 
  45 CFR §164.530 (documentation) 
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HIPAA Policy No. 3C 
 

Uses and Disclosures Policy and Procedure 
Routine Uses and Disclosures Requiring Authorization 

 
Policy: 
 
3.1 General Requirement for Authorization. 
 
Uses and disclosures that do not fall within the routine uses and disclosures set forth in Policy 3A or 
the special circumstances set forth in Policy 3B, typically require an authorization.   
 
Some common examples of when authorization is needed include: 

• Disclosures made to life insurance or disability insurance companies 
• Disclosures of medical information to an employer or school (for example, return to 

work/school slips) 
• Disclosures made to a school camp or for participation in sports and other activities 
• Disclosures for research (unless an exception applies) 
• Disclosures for marketing (see paragraph 3.3 for examples of marketing and non-marketing 

activities) 
 

 
3.2 Uses and Disclosures Related to Research. 
 
As a general rule, authorization is required for uses and disclosures related to research.  However, 
authorization is not needed in the following limited circumstances:  

• Authorization is not required if there is a documented waiver of authorization from an IRB or 
privacy board (employees should ask the Privacy Officer whether a waiver of authorization has 
been obtained). 

• Authorization is not required if the information is being gathered or used in preparation for 
research (for example, to identify potential research subjects or populations) as long as the uses 
and disclosures are necessary to the research and the information does not leave the office. 

• Authorization is not required for research if the patient is deceased, the use or disclosure is 
solely for research and is necessary to the research.   

 
3.3 Uses and Disclosures Related to Marketing 
 
As a general rule, any communication that encourages patients to purchase or use certain products or 
services is considered marketing and requires an authorization (for example, the provider could not 
conduct a mass mailing to promote a new product or sell its patient list to an outside company).   
 
Exceptions:  The following communications do not require an authorization: 
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• Communications made to a patient about treatment, case management, or care coordination of 

health care, including recommendation of services, products and referrals that are important 
and specific to that patient’s treatment (for example, a physician may suggest a particular 
product or clinic that might help the patient stop smoking or lose weight). 

• Provision of sample products during an office visit. 
• Promotional gifts of nominal value (for example, pens or magnets imprinted with the name of 

the provider). 
 

3.4 Authorization Contents 
 
To be valid, an authorization must include the following: 

• A description of the information to be used or disclosed that identifies the information in a 
specific and meaningful fashion. 

• Name or specific identification of the person or persons who can make the requested use or 
disclosures. 

• Name or specific identification of the person or persons who may receive the requested use or 
disclosures. 

• A description of each purpose of the requested use or disclosure (if the request was made by the 
patient and the patient does not wish to give the reason for the request, the provider may 
include the words “per patient request” for the description). 

• An expiration date or expiration event (expiration event must relate to the patient or the 
purpose of the use or disclosure) (may use the statement “end of research study” if the 
authorization is for research).  If the authorization is for the creation or maintenance of a 
research database or research repository no expiration date is needed and the statement “none” 
can be used. 

• Statement of the individual’s right to revoke authorization in writing, exceptions to the right to 
revoke, and description informing the patient how to revoke the authorization (including a 
reference to the Notice of Privacy Practices). 

• The consequences, if any, that will result from the patient’s refusal to sign, including a 
statement that the provider may not condition treatment on the patient’s willingness to sign the 
authorization (subject to certain exceptions). 

• Statement that information used or disclosed may be subject to redisclosure by the recipient and 
no longer protected by the HIPAA rule. 

• If the authorization is for marketing, a statement regarding any remuneration that the provider 
will receive as a result of the use and/or disclosure of the patient’s PHI. 

• The patient’s (or personal representative’s) signature and date signed. 
• If signed by a personal representative, a description of the representative’s authority to act on 

behalf of the individual. 
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3.5 Authorizations Cannot Be Combined 
 
As a general rule, an authorization cannot be combined with another type of document.  (For example, 
the provider cannot combine an authorization with an informed consent).  There is a limited exception 
for documents relating to the same research study (for example, the provider can combine an 
authorization and any other form of written permission for the same study). 
 

Two authorizations can be combined in the same document, unless one of the authorizations is 
for psychotherapy notes or eligibility in a health plan.   

 
3.6 Treatment Cannot Be Conditioned on Authorization 

 
The provider cannot require the patient to sign an authorization as a condition for treatment unless one 
of the following circumstances exist: 

• the authorization is for research and the treatment is related to the research  
OR  

• the treatment is being provided for the sole purpose of creating protected health information for 
a third party (for example, if a provider is contracted by an employer or life insurer to conduct a 
physical examination, the provider can condition treatment on the patient signing an 
authorization to disclose information to the employer or life insurer). 

 
3.7 Revocation of Authorization 
 
An individual can revoke an authorization in writing at any time.  If the provider has already used or 
disclosed information in reliance upon the authorization, it will not be held accountable for disclosures 
made prior to the revocation. 
 
3.8 Documentation of Authorization 
 
All signed authorizations and revocations of authorization must be retained for at least six (6) years.  If 
the authorization was requested for the provider’s own use, the patient must be provided with a copy of 
the signed authorization. 
 
Procedure: 
 
1. If a use or disclosure requires an authorization as set forth in this policy, the patient should be 

asked to sign an Authorization form (such as HIPAA Form E). 
2. If treatment is being conditioned for one of the reasons set forth in paragraph 3.6, include such 

paragraph on the Authorization form.  Otherwise, include the paragraph “I understand that the 
organization will not condition my treatment on whether I provide authorization for the 
requested use or disclosure.” 
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3. If the patient brings or sends a signed authorization form in a format other than that used by the 
provider, review the form to make certain that it contains all of the requirements in Paragraph 
3.4 OR ask that the patient sign an authorization in the form that is used by the provider. 

4. If there is a question as to whether an authorization is valid, and the patient is unavailable or 
unwilling to sign the provider’s model authorization form, contact the Privacy Officer. 

5. Place a copy of the signed authorization in the patient’s chart. 
6. If a patient requests to revoke an authorization, ask for a written revocation.   
7. Place one copy of the written revocation in the patient’s chart and write the words REVOKED 

in red ink prominently over the authorization that is being revoked.   
8. Take any actions necessary to stop uses and disclosures that were the subject of the 

authorization (for example, take the patient’s name off of any mailing lists, notify appropriate 
personnel not to disclose information to a third party if it has not already been disclosed, etc.).   

9. The Privacy Officer is responsible for ensuring that all Authorization forms are retained for at 
least six (6) years. 

 
 
Authorities: 
 
45 CFR §164.501 (marketing definition) 
45 CFR §164.508 (authorization) 
45 CFR §164.530 (documentation and retention) 
 

 
 


