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HIPAA Policy No. 7 
 

Business Associate Policy 
 

Policy: 
 
7.1 Disclosure of PHI to Business Associate 
 
Protected health information may be disclosed to a business associate if there is a written contract with 
the business associate that provides satisfactory assurances that the business associate will 
appropriately safeguard the protected health information it receives o creates on behalf of the covered 
entity. The satisfactory assurances must be in writing.   
 
7.2 Business Associate Definition 
 
A business associate is any person or organization that functions on behalf of a covered entity that 
involves use of protected health information (PHI). Examples would include EMR vendor, billing, 
storage. Subcontracts of business associates are also included, such as shipping companies that 
transport records to storage.  
 
Other treatment providers (such as physicians, hospitals, laboratories, etc.) and health plans are not 
business associates.  Information can be disclosed to these persons and entities without a business 
associate agreement.  (Note that if a health plan performs a function on behalf of the provider, such as 
a clearinghouse function, it may be a business associate for that purpose). 
 
7.3 Breach of Contract by Business Associate 
 
The provider is not responsible for monitoring a business associate’s every action for compliance with 
the privacy rules as incorporated in the business associate agreement.  However, if the provider 
becomes aware that the business associate has breached its contract with the provider with respect to 
the protection of patient information, the business associate must be asked to take steps to cure the 
breach.  (For example, the business associate must be asked to immediately stop the use or disclosure 
of patient information if the use or disclosure is in violation of the HIPAA privacy regulations).  If the 
business associate fails to correct its actions, the provider must terminate the contract with the business 
associate where feasible, even if terminating the agreement means that the provider will have to enter 
into a more costly or less convenient contract.  
 
In rare circumstances, the provider may believe that there are no viable options available, other than 
continuing the relationship with the business associate.  (For example, if the service provided by the 
business associate is unique, necessary to patient care, and there are no other entities that can provide 
the service).  In this situation, the provider may continue with the contract, but must notify the 
Secretary of the Department of Health and Human Services of the situation. 
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Procedure: 
 

1. The HIPAA Privacy Officer will maintain a list of all business associates. 
2. Any new business relationship will be assessed by the HIPAA Privacy Officer to determine 

if the other party is a business associate. 
3. If a person or entity is a business associate, the Privacy Officer will review the contract 

with this person or entity to determine whether appropriate business associate language has 
been included.   

4. If there is not a written agreement with the business associate, a new agreement must be 
entered into. 

5. If a physician or employee has reason to believe that a business associate has breached its 
agreement with the provider, the Privacy Officer will be notified. 

6. The Privacy Officer will coordinate with the appropriate individuals within the provider’s 
organization to contact the business associate and ask that they immediately stop the uses 
and/or disclosures that are in violation of the agreement with the provider. 

7. If the business associate refuses to stop the uses and/or disclosures at issue, the Privacy 
Officer shall coordinate with the appropriate individuals within the provider organization to 
take steps as necessary to terminate the relationship with the business associate, or where 
the option to terminate is not feasible, contact the Secretary of Health and Human Services. 

 
Authorities:   

 
45 CFR §164.502 (e) (business associates) 
45 CFR §164.504 (e) (business associates contracts) 
 
 
 


