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LightHouse 

HIPAA Policy No. 8A 
 

Reasonable Safeguards Policy 
Safeguarding Oral and Written Communications and Computer Records 

 
Policy: 
 
8.1 Reasonable Safeguards 
 
The provider must make reasonable efforts to prevent uses and disclosures that are not permitted in the 
Privacy Rule.  This includes having reasonable administrative, technical and physical safeguards in 
place to prevent such impermissible uses and disclosures.  In determining what safeguards are 
“reasonable,” the provider will use the viewpoint of a prudent health care professional.   
 
As discussed in Policy No. 4A, all forms of communications must be limited to that which is 
minimally necessary to achieve the intended purpose.  Reasonable safeguards must be taken to prevent 
disclosure of information beyond that which is minimally necessary and to prevent disclosure of 
information to persons who do not need the information to perform their job function.   
 
Some of the reasonable safeguards taken by LightHouse Healthcare, include: 

• Employees are responsible for taking reasonable precautions to keep medical records, lab 
reports, x-rays, etc. out of view of other visitors or patients and/or the waiting area. 

• The provider will keep information on sign-in sheets to a minimum (e.g., only disclosing name, 
not reason for visit). 

• Employees are responsible for making reasonable attempts to keep conversations quiet when 
patient information is being discussed among employees in a common area. Caregivers will not 
have telephone conversations with or about other patients while in another patient’s home. 

• Employees are responsible for taking patients to a private area or speaking quietly when 
discussing protected health information (for example, extensive discussions regarding 
treatment, medical history, and current problems should not be conducted in common areas). 

• Employees are responsible for avoiding talking about patients outside of the office (for 
example, near neighbors, in elevators, hallways, or at restaurants during lunch hour). 

• Employees are responsible for locking the office and cabinets, where applicable, at the end of 
the day. 

• Employees are responsible for putting charts away at the end of the day or placing them in a 
covered bin in situations wherein a provider is working on them. 

• Employees are responsible for supervising patients, family members and visitors in the office 
suite. 

• Employees are responsible for taking precautions and using judgment when leaving messages 
on answering machines.  When possible, the agency will ask patients if it is OK to leave 
messages of a certain content on certain voice mail numbers or answering machines.  Patients 
may direct how they wish to be contacted, such as through a particular phone number or 
address, and whether messages may be left.  
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• Employees are responsible for preventing the use of protected health information when 
communicating via e-mail or when posting information on the Internet (e.g., discussion groups, 
list serves).  All LHI caregivers are to use lhihome.com email using SSL servers.  No PHI will 
be sent to personal email addresses.  

 
8.2 Safeguarding Computers 
 
In addition to the HIPAA security regulations, the HIPAA privacy regulations require that technical 
safeguards be put in place to safeguard protected health information (PHI).  If a computer contains 
protected health information (PHI), access to the computer should be protected by the use of 
passwords.  Each employee is responsible for keeping his or her password confidential.  Employees 
should not use their name as a password or any other word that could be easily guessed by others.  
Employees should not share computer passwords.  Employees should logout of the computer when it is 
not in use.  Employees should sign a confidentiality agreement (HIPAA Toolkit Form L) agreeing that 
they will only access the computer for information that they need to know and will not attempt to 
access the computer if they are not authorized to do so. 
 
In compliance with Part D of the HITECH Security Act, LightHouse has taken the following 
administrative, physical and technical safeguards: 
 

1. The EMR software used by LightHouse is a web-based product; thereby electronic patient data 
is not stored on-site or in servers maintained by the agency.   This prevents the risk of a large 
scale breach of PHI should a device become lost or stolen.  If a laptop or tablet is stolen out of a 
caregiver’s car, for example, there is little patient data stored on the machine.   

2. Professional caregivers use computers or devices that have several layers of security. The hard 
drives on all field devices (laptops, slates) are encrypted using TrueCrypt.  Logging into PIH 
requires a series of three separate and unique passwords, all of which must be changed in an 
alternating 45 days-6month cycle.  The agency also maintains a swift response ability to de-
activate Point of Care software and users remotely.  

3. Regarding day-to-day communications, home health caregivers rely on effective 
communications to coordinate care and achieve the highest outcomes for our patients.  To do 
this efficiently and securely, the agency uses an internal communication application found 
within our home health software:   LinkMail,  provides a HIPAA compliant communication 
mechanism that is integrated within the Continulink system. This functionality allows our 
agency, and our workforce, to communicate between and among ourselves while preserving the 
context of the communication with respect to an activity, task, or patient. 

4. The agency backs up its financial software (QuickBooks) to a secure online hosting facility 
supported by Intuit.  Our on site servers are backed up daily, see data backup plan.  

5. For faxes, the company has developed specific methods and procedures to ensure patient 
confidentiality.   LHI uses a HIPAA compliant e-fax service provider for all sensitive patient 
information.  Faxes coming in to the office from physicians’ offices, hospitals, other providers 
and caregivers are distributed electronically to designated need to know employees.  Paper 
faxes are not generated and there is no risk of paper faxes remaining unattended on the fax 
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machine.  If an employee uses the fax machine to SEND confidential patient information, 
employees are required to wait for the fax to transmit before walking away.   

 
6. For patient information scanned or saved on company printers/copiers with hard drive storage 

capacity, the agency will ensure that all self-contained storage is deleted or scrubbed when 
copiers are removed or upgraded.  This storage also sits behind an internal network that is 
protected by a firewall.   
 

 
Agency specific procedures: 
 

1. Employees should take reasonable precautions to safeguard information from unintended 
disclosure. 

2. Employees should take reasonable precautions to safeguard information so that only the 
minimal amount of information necessary to serve the stated purpose is either used or 
disclosed. 

3. Employees should take reasonable precautions to safeguard information so that information 
is not disclosed to people who do not have a need to know the information. 

4. Employees should take all precautions set forth in paragraph 8.1, recognizing that this is not 
a complete list and that employees must use their own judgment as to certain other 
safeguards that may be necessary to guard against un-permitted uses or disclosures. 

5. If employees do not have a need to access a computer they should not have a password and 
should not try to gain access to the computer system. 

6. If an employee has a computer password he or she should not share the password with 
anyone else, including other employees and should not post the password on or near the 
computer. 

7. Employees who have the opportunity to choose their own computer password should take 
precautions so that the password is not something that could be easily guessed. 

8. All employees will be asked to sign a security/need to know agreement (See HIPAA 
Toolkit Form L). 

 
Authorities: 
 
45 CFR §164.530 
45 CFR §164.514 


